One of the key issues in the quantitative evaluation of programmable electronic systems is the diagnostic capability of the equipment. This is measured by a parameter called the Coverage Factor, C. This factor can vary widely. The range of possible values is often the subject of great debate. Within limits, the diagnostic coverage factor can be calculated by knowing which component failure modes are detected by diagnostics. An extension of the Failure Modes and Effects Analysis (FMEA) can be used to show this information. This extension, called a Failure Modes, Effects and Diagnostic Analysis can serve as a useful design verification tool as well as a means to provide more precise input to reliability and safety modeling.
Introduction
Automatic protection systems are one of the layers being used in many industrial processes to reduce risk. A Programmable Electronic System (PES) offers several advantages for these safety protection applications including graphical application design tools which reduce systematic errors, calculation capability, fast response time, and digital communications capability. A PES is also capable of extensive online diagnostics to detect component failures.
These advantages are significant. However, the major disadvantage of PES equipment when compared to specially designed relays is the potential for dangerous failures. Special circuit designs and special architectures are needed to insure safety. Machines built with these special circuits and architectures are called "Safety PLCs."
The on-line self-diagnostic capability of the system is a critical variable. Good diagnostics improve both safety and availability 1, 2 tolerant system designers for some time. 3 Although some architectures are more sensitive to diagnostic capability than others 4 , all PES architectures are improved when diagnostics are added. Since diagnostics are one of the major advantages of a safety PLC, the ability to measure and evaluate those diagnostics are important. This is done using an extended failure modes and effects analysis (FMEDA) 5, 6, 7 and fault injection testing 8, 9, 10 . The measure of diagnostic capability is called the "Coverage Factor." It is defined as the probability (a number from 0 to 1) that a failure will be detected given that a failure has occurred. The symbol for coverage factor is C.
In PES systems it is necessary to distinguish the coverage factor for safe failures from the coverage factor for dangerous failures. The superscript S is used for the safe coverage factor, C S . The superscript D is used for the dangerous coverage factor, C D . is used to designate the dangerous diagnostic coverage factor due to single unit reference diagnostics.
Diagnostic Techniques
Comparison diagnostic techniques depend on comparing data between two or more PES units. The concept is simple. If a failure occurs in the circuitry, processor or memory of one PES, there will a difference between data tables in that unit when compared to another unit. Comparisons can be made of input scans, calculation results, output readback scans, and other critical data. The comparison coverage factor will vary since there are tradeoffs between the amount of data compared and the coverage effectiveness. The notation C D 2 is used to designate dangerous coverage due to comparison diagnostics between two units.
Failure Modes and Effects Analysis
An FMEA is a bottom up technique that is very effective in identifying critical component failures in a PES. An FMEA can be described as a systematic way to ELSEVIER Figure 1 shows a PES input circuit specially designed to detect potentially dangerous failures using reference diagnostics and local comparison between two circuits. The FMEDA for this circuit is from Reference 5 and is shown in Table 1 . The format for the FMEDA is an extension of the standard from MIL STD 1629A 11 , Failure Modes and Effects Analysis. The first nine columns are identical.
Columns 10 through 16 are added to show diagnostic capability and resulting failure rate categories. The tenth column identifies that the component failure is detectable by on-line diagnostics. A number "1" is entered to indicate detectability. A number "0" is entered if the failure mode is not detectable. Column eleven is used to identify the diagnostic. Column twelve is used to numerically identify failure mode. A "1" is entered for safe failure modes. A "0" is entered for dangerous failure modes. The number is used in spreadsheets to calculate the various failure rate categories.
The safe detected failure rate is listed in column thirteen. This number can be calculated using the previously entered values if a spreadsheet is used for (Column 12) and the detectability (Column 10). The safe undetected failure rate is shown in column fourteen. This number is calculated by multiplying the failure rate (Column 8) by the failure mode number (Column 12) and one minus the detectability (Column 10). Column 15 lists the dangerous detected failure rate. It is obtained by multiplying the failure rate (Column 8) by one minus the failure mode number (Column 12) and the detectability (Column 10). Column sixteen shows the calculated failure rate of dangerous undetected failures. It is obtained by multiplying the failure rate (Column 8) by one minus the failure mode number (Column 12) and one minus the detectability (Column 10). The safe coverage factor for the circuit is calculated by taking the total safe detected failure rate and dividing by the total safe failure rate. The analysis indicates that for this circuit, the safe diagnostic coverage factor is 0.96 and the dangerous coverage factor is 0.9996.
The FMEDA can also be used as a guide when selecting manual fault injection test cases. If 100% testing is not done, the tests should be done on components with the highest failure rate first. These contribute the most to the coverage factor.
Limitations of FMEDA
The FMEDA can be very effective but there are limitations. The method shows diagnostics only for known component failure modes. While an extensive body of knowledge exists in databases around the world, new electronic components present a risk in that all failure modes may not be known. This can be included in the FMEDA by adding an additional undetected component labeled "unknown" and assigning a failure rate.
As stated above, the technique requires that all failure modes of a component are known. This is all but impossible in complex VLSI integrated circuits like microprocessors. For these circuits an estimate can be made of various failure modes based on manufacturers life test data or failure mode handbooks. For complex devices with safety critical functionality, more extensive analysis is required. A new technique called Random Intelligent Failure Injection Technique 12 (RIFIT) can provide diagnostic coverage via computer simulation of the complex circuit. Internal faults can be simulated and diagnostics can be measured. The results of a RIFIT analysis can be incorporated into the FMEDA.
